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In January 2022, Imperva 
mitigated a web scraping 
attack of 400 million bot 
requests from ~400,000 
unique IP addresses.



What we learned:


A large volume of IP addresses 
was used to evade detection.



Each IP made an average

10 requests/hour.



The attack lasted over four days 
generating a 30X increase in 
website traffic.



During Black Friday 2021, 
Imperva mitigated a web 
scalping attack of 9 million 
bot requests in 15 minutes.



What we learned:


The attack generated 2,500% 
more web traffic than the 
retailer’s average.



Attackers were after a global 
retailer's drop of a limited edition 
collectors’ item.


