
What is phishing?

Phishing is a cyber attack where 
attackers impersonate legitimate 
entities to trick you into revealing 
sensitive information, like 
passwords or credit card numbers.



How to recognize phishing
emails
1. Check the sender’s email address 
for unusual domains.
2. Beware of urgent language.
3. Look for generic greetings.
4. Watch for suspicious links or 
attachments.



Steps to take if you receive 
a phishing email
1. Do not click any links or 
attachments.
2. Report the email to your IT 
department or email provider.
3. Delete the email from your inbox.
4. Monitor your accounts for 
suspicious activity.



Cisco’s tools to help you 
stay safe
1. Cisco Umbrella: Protects against 
phishing and malware threats.
2. Cisco Email Security: Blocks 
malicious emails before they reach 
your inbox.
3. 3. Cisco Talos Intelligence: 
Provides real-time threat intelligence 
updates.




